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1. Methodology

1.1 Objectives
The second Living Lab was designed to collaboratively envision pathways towards an optimum digital democracy, 
combining insights from research, expert inputs, and practical co-creation activities. Building on Deliverable D2.1 
(Interdisciplinary Knowledge Base on Digital Democracy, KER 1), the Lab aimed to:

	؇ Test and refine conceptual categories of digital democracy through participatory exercises.
	؇ Capture barriers, challenges, and risks identified by diverse stakeholders.
	؇ Translate abstract ideals into practical policy recommendations.
	؇ Generate material to inform future project work packages (notably WP3 and WP4).

1.2 Structure and Agenda
The Living Lab unfolded over two days (23–24 September 2025) in Paderborn, Germany, and combined plenary 
sessions, expert panels, and interactive workshops.

Day 1 – Focused view

	؇ Panel 1: Presentation of selected findings from D2.1, followed by external speakers’ interventions and plenary 
Q&A.

	؇ Workshop 1 (WS1): Mindmap exercises defining ideal aspects of digital democracy (a. Online Participation, b. 
Open Governance, c. Digital Activism).

	؇ Panel 2: Expert reflections and case-based presentations.
	؇ Workshop 2 (WS2): Mapping core challenges to digital democracy (a. Disinformation/FIMI, b. Authoritarianism, 
c. Big Tech Monopolies).

Day 2 – Global View

	؇ Recap & Synthesis: Review of Day 1 results and cross-cutting insights.
	؇ Workshop 3 (WS3): Drafting policy recommendations.
	؇ Digital Democracy Grading Toolkit: Presentation and Design Feedback.
	؇ Closing Session: Connection to Work Package 3 start-up meeting; alignment of outputs with future deliverables.

1.3 Techniques and Tools
The Lab methodology combined structured expert input with co-creative participatory methods.

	؇ Mind Maps: Used to visualise ideal states of digital democracy, with colour-coded annotations (ideals, 
challenges, solutions). Empty templates were distributed at the start of WS1.

	؇ Futures Wheel: Applied to test potential direct and indirect impacts of identified democratic features. Each 
group received blank wheels to populate.

	؇ Posters: One poster per digital democracy dimension was created, displayed in the plenary area, and later 
collected for documentation (see Appendix B).

	؇ Policy Translation Checklist: In WS3, participants used a structured template adapted from the European 
Commission’s 2025 Guide for Policy Briefs.
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WS1 Mind maps (Ideal > Challenges > Solutions) WS2 Mind maps (Forms > Impacts > Responses)

  

Workshop techniques and tools

1.4 Participants
Living Lab 2 gathered a diverse group of participants, anonymised by affiliation rather than name, representing 
research, practice, governance, civil society, consultancy, and media.

	؇ Academic and research institutions: KU Leuven (Belgium), Paderborn University, DFKI, Karlsruhe Institute of 
Technology (Germany), University of Westminster (UK).

	؇ Civil society organisation: Fundación Cibervoluntarios (Spain), Januam (Germany)
	؇ Public: Stad Geel (Belgium), Polish Ministry of Digital Affairs (not as a formal representative)
	؇ Media: Austrian Broadcasting Corporation (ORF).
	؇ Think tank: Beyond the Horizon, Centre for European Policy Studies (Belgium).
	؇ Consultancy and technical partners: Hybrid Core (Belgium), Trust-IT Services, ICT Legal Consulting (Italy).

This composition ensured that both institutional expertise and citizen-oriented perspectives were represented 
in the discussions.

WS3 Futures Wheel (Ideals > Challenges > Policies)

WS2 Mind maps (Forms > 
Impacts > Responses)
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1.5 External Speakers
The Lab also featured expert interventions that framed and challenged the workshops. For reasons of consistency 
and anonymisation, names are not repeated here. In line with the methodology, each intervention was later 
analysed in relation to the workshop topics:

	؇ Panel 1: Expert speakers provided input on the themes covered in WS1 (Online Participation, Open Governance, 
Digital Activism).

	؇ Panel 2: Expert speakers provided input on broader structural challenges, which were connected to the themes 
of WS2.

1.6 Facilitation & Documentation
	؇ Each workshop station was assigned a fixed facilitator to ensure continuity, guide rotations, and consolidate 
outcomes.

	؇ Documentation included real-time notetaking, collection of posters, photographs of group outputs, and 
anonymised feedback forms.

	؇ Selected pictures (e.g., posters, futures wheels, plenary discussions) are inserted under each workshop section.
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2. Findings

2.1 Aspects of Digital Democracy

Panel Overview
This panel session introduced the Living Lab’s analytical framework, grounded in the project’s Interdisciplinary 
Knowledge Base on Digital Democracy. Experts presented the three core dimensions of digital democracy—
online participation, open governance, and digital activism—by sharing key data, findings, and foundational 
recommendations. This overview provided all participants with a shared foundation of knowledge, which was 
then used directly in the following workshops.
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 Chapter Posters (3-5)
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External Reflections

Key Dynamics of Digital Democratic Activism
The discussion highlighted several core tensions in how digital tools are used for democratic engagement. 
A primary insight is the critical interplay between digital and face-to-face activism. While digital tools 
are superior for dispersing information and mobilizing across wide networks, in-person interaction remains 
more effective for centralizing efforts and building the strong bonds necessary for coordinated action. This is 
especially true in hyperlocal activism (i.e., activity in a very small, specific area—one neighbourhood, district, 
or even a single street), where the synergy between online and offline practices is essential for building resilient 
movements and ensuring social cohesion. Furthermore, a fundamental tension exists between individual and 
collective dynamics. Digital activism often lives at this intersection, where individual acts, like using a hashtag, 
feed into a larger collective identity. However, this raises critical questions about power, as control over a 
movement’s main social media accounts can create internal conflicts and reproduce hierarchies, even within 
movements that espouse decentralized ideals.

Strategic Adaptation in a Complex Digital Landscape
In response to these dynamics, activists have developed a sophisticated, strategic approach to technology. A 
central finding is that there is no single “perfect platform” that meets all needs. Instead, movements operate 
within an ecology of tools, selecting platforms based on specific strategic functions. For example, they may 
use public-facing platforms like Facebook for broad outreach and normalizing ideas, while reserving encrypted 
tools like Signal or Telegram for secure, backstage coordination. This necessity for strategic tool selection forces 
continuous innovation and experimentation. The process of adapting and repurposing digital infrastructures to 
serve tactical goals is, in itself, a significant form of democratic innovation, demonstrating a pragmatic and agile 
approach to technology.

The Critical Role of Context in Shaping Goals
Underpinning all strategic choices is the undeniable importance of context. The current global trend of democratic 
backsliding profoundly shapes activist priorities. In this environment, the focus for many is less on pioneering 
new, ideal models of democracy and more on the urgent defence of existing democratic rights. This shift in 
context creates a pressing need to experiment with different forms of democratization under significant time 
pressure. It forces a strategic distinction: the tools and approaches needed to prevent democratic regression 
may differ from those used to enable democratic progression, highlighting that activism is not a one-size-fits-
all endeavour but a responsive and context dependent practice.

Structural Barriers to Meaningful Participation
A key reflection was the danger of assuming an “ideal” citizen or user. Just as homo economicus is an 
abstraction, real citizens have limited time, skills, and resources. This is especially true for minorities and 
underrepresented groups, who often face the highest barriers to engagement.

Participation also looks different across scales. Local initiatives such as participatory budgeting can show clear, 
immediate impact, while engagement at the European level tends to involve smaller groups of specialists and is 
harder to sustain. Two barriers to participation were highlighted. First, the “park-bench problem”: citizens are 
invited to deliberate on issues that are perceived as minor or inconsequential, which undermines motivation to 
engage even if decisions are eventually acted upon. Second, the risk of tokenism: citizens are formally invited 
to participate, but no tangible outcomes follow, leaving the process empty and eroding trust.

The discussion also underlined the role of social ties in sustaining participation. Citizens working long hours or 
juggling multiple jobs find it difficult to engage in online forums or lengthy processes unless they are supported 
by strong networks or by facilitation in smaller, more manageable groups. Finally, the role of civil society remains 
contested. While organisations bring valuable expertise and representation, they are often sidelined in EU-level 
dialogues. Stronger integration of civil society, alongside direct citizen input, could help create a more inclusive 
and impactful model of digital democracy.
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Reflections on digital activism by an external speaker

Workshop 1a — Online Participation

2035 Ideal State

	؇ Seamless participation: Citizens are able to engage in multiple forms of participation — such as quick polls, 
deliberation threads, citizen juries, and participatory budgeting — embedded directly into their daily lives 
rather than requiring separate platforms.

	؇ Fuse models of democracy, especially participatory and deliberative digital democracy with constitutional 
digital democracy: Participatory and deliberative democracy are also (mis)used by anti-democratic forces. 
One should, however, not shy away from using and developing such tools but rather combine participatory 
and deliberative digital democracy with constitutional digital democracy’s focus on human and civic rights 
in the digital age.

	؇ Trusted AI facilitators: AI functions as a transparent, multilingual civic partner that explains policy options 
clearly, highlights trade-offs, and helps structure debates in a way that is trusted and non-manipulative.

	؇ Inclusive design: Participation systems are accessible by default, with interfaces that accommodate people 
with low levels of digital literacy and tailored entry points for underrepresented groups.

	؇ Balanced platform governance: Digital participation is neither monopolised by big tech nor controlled by a 
single public authority, but operates within a regulated and sustainably funded public-interest ecosystem with 
interoperable components.

	؇ Clear accountability loop: Every participatory process follows the principle of “you said → we did,” with visible 
outcomes, responsible actors, and clear timelines.

	؇ Enabled participants: Citizens are motivated and capable of contributing because they have the time, skills, 
and confidence, supported by digital literacy programmes, smart facilitation, and structural measures such as 
reduced working hours and a European “Democracy Day.”

	؇ Culture of care: Interactions between citizens and institutions are grounded in care ethics, fostering respectful 
and constructive deliberation.
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Challenges

	؇ Time and resource constraints: Busy schedules, poor work–life balance, and lack of resources prevent many 
citizens from participating consistently.

	؇ Perceived institutional apathy: Citizens often believe that political systems are uninterested in their 
contributions, leading to disengagement and apathy.

	؇ Disinformation and authoritarian trends: Polarisation, manipulation, and authoritarian narratives discourage 
participation and undermine trust in democratic processes.

	؇ Digital divides: Unequal access to devices, internet connectivity, and digital literacy excludes large parts of 
the population.

	؇ Platform dependence: Current participation often relies on non-democratic platforms dominated by US and 
Chinese companies, limiting public control and accountability.

	؇ Outsourcing and fragmentation: Outsourcing problems and fragmented infrastructures create confusion and 
weaken trust in participatory systems.

Solutions

	؇ Citizen empowerment: Governments and civil society should create conditions that foster a sense of 
empowerment, encouraging citizens to believe that their voices matter.

	؇ Local responsibility: Participation should be anchored at the local level, where institutions take responsibility 
for engagement and provide structures that connect citizens with decision-making.

	؇ Transparency and accountability: Institutions should commit to clear communication and make participation 
results visible, reinforcing the “you said → we did” principle.

	؇ Independent media reform: EU-funded reforms and support for independent journalism should reduce 
disinformation and strengthen democratic public spheres.

	؇ Digital literacy and outreach: Programmes should raise digital literacy and target groups with limited access, 
such as the elderly, ensuring that participation is inclusive.

	؇ Routine civic engagement: Participation should become a habit supported by rituals and structures, such as 
hybrid events that combine online tools with in-person gatherings and symbolic initiatives like a European 
“Democracy Day.”

 

Online Participation group discussion and results
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Workshop 1b — Open Governance

2035 Ideal State

	؇ Transparent institutions: Public institutions operate with transparency as a default, making decisions openly 
and providing easy access to data and information for all citizens.

	؇ Responsive governance: Authorities actively demonstrate that citizen input shapes decisions, embedding the 
principle of “you said → we did” into everyday governance.

	؇ Collaborative structures: Citizens, businesses, academia, civil society, and governments – everyone with a 
stake in society - work together through co-creation platforms and participatory budgeting to design and 
implement policies.

	؇ Empowering structures and data intermediaries: There are sufficient structures, practices and guidelines in 
place that support both internal users and external, non-state actors in open governance processes.

	؇ Institutionalised participation: Participation processes are embedded into the legal and administrative 
framework, ensuring continuity beyond political cycles or individual projects.

	؇ Mechanisms for safety, exchange and direction: Open governance is facilitated by digital infrastructures that 
are secure, interoperable, and oriented toward the public interest and public value co-creation rather than 
private profit and the use of digital tools, solely out of opportunity

Challenges

	؇ Bureaucratic rigidity: Administrative procedures and hierarchical structures limit the integration of participatory 
mechanisms.

	؇ Lack of responsiveness: Even when participatory channels exist, citizens often feel that institutions ignore 
or dismiss their input, eroding trust.

	؇ Power asymmetries: Established elites, majorities and influential interest groups can dominate participatory 
processes, marginalising less powerful voices.

	؇ Limited resources: Public institutions may lack funding, training, or personnel to implement participatory 
governance effectively.

	؇ Platform dependency: Governments greatly rely on commercial platforms that compromise privacy and 
accountability, rely on legacy solutions which perpetuate the proliferation of applications without functional 
integration.

Solutions

	؇ Institutional reform: Governments should adapt bureaucratic processes to make them more flexible and open 
to citizen input.

	؇ Legal guarantees: Binding legal frameworks should ensure that participatory structures are sustained across 
political cycles.

	؇ Public-interest platforms: Investment in secure, interoperable digital infrastructures should reduce dependency 
on commercial providers.

	؇ Capacity building: Training and resources should be provided to public servants to implement open governance 
practices effectively.

	؇ Equity safeguards: Participatory processes should include measures to prevent elite capture and to amplify 
underrepresented voices.
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Open Governance group discussion and results

Workshop 1c — Digital Activism

2035 Ideal State

	؇ Inclusive activism: Digital activism is not limited to those with time and professional skills, but accessible to 
all citizens regardless of background.

	؇ Independent platforms: Activists use platforms that are transparent, authentic, and free from corporate or 
state control.

	؇ Spaces of innovation: Activism fosters creativity and out-of-the-box thinking, functioning as a space for 
democratic innovation.

	؇ Civic education: Activist practices contribute to democratic learning, for example by embedding civic 
education within workplaces or community organisations.

	؇ Democratic legitimacy: Digital activism is recognised as a legitimate form of political participation, 
strengthening the democratic system.

Challenges

	؇ Resource inequalities: Time, skills, and financial resources are unevenly distributed, limiting who can 
participate in activism.

	؇ Repression risks: Activists face legal persecution, arrest, and surveillance, particularly when crossing borders 
or working in authoritarian contexts.

	؇ Platform shortcomings: Existing platforms often promote manipulation, surveillance, and corporate activism 
rather than genuine civic engagement.

	؇ Threat of anti-democratic actors: Bots, trolls, deepfakes, and disguised extremist groups undermine democratic 
activism and spread harmful narratives.

	؇ Systemic corruption: When democratic systems themselves are seen as corrupt or unresponsive, activism 
risks losing its effectiveness or legitimacy.

	؇ Geopolitical dependencies: European activism is constrained by reliance on US and Chinese platforms, while 
investment in AI tools risks ignoring environmental and social harms.

Solutions

	؇ Democratic culture: Civic education and democratic practices should be integrated into social structures, 
including trade unions and workplaces.
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	؇ Public-interest platforms: The EU should invest in independent digital platforms that serve as secure spaces 
for democratic activism. Public service media are especially important actors in this context. They are already 
important media actors that have a democratic remit, operate in the interest of the public, and are part of 
the public sphere.

	؇ Ethical frameworks: Activism should be guided by democratic ethics that prioritise transparency, authenticity, 
and inclusivity.

	؇ Reduced working hours: Structural reforms such as shorter a working week with full wage compensation can 
provide citizens with more time for civic engagement.

	؇ Checks on corporate influence: Stronger regulation should limit corporate dominance in activism and protect 
independent civic spaces.

	؇ Supportive social structures: Democracies should develop networks and protections that defend activists 
against repression and ensure their voices can be heard.

Digital Activism group discussion and results
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2.2 Digital Democracy’s Global Trends and Challenges

Panel Overview
This panel shifted focus to the global trends and challenges within digital democracy. Experts presented 
findings from three dedicated chapters, providing a comparative analysis of e-voting, global trends, and foreign 
interferences (FIMI), supported by key data and actionable recommendations.
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Chapter Posters (6-8)
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External Reflections

Challenges on the Road to Digital Democracy
A primary challenge is tech-solutionism—the assumption that technology alone can fix democracy, which often 
overlooks underlying issues like poor media literacy. This is compounded by bureaucratic inertia and system 
complexity, where hierarchical structures and dense regulations stifle innovation and citizen-driven methods. 
Underpinning these structural issues is a non-participatory mindset, reinforced by intergenerational divides 
and old habits.

Furthermore, a significant theory-practice gap exists; citizens often show limited interest in democracy beyond 
elections, while civil servants lack the time for training. This is exacerbated by a scarcity of resources—limited 
time, funding, and staff—making it essential to demonstrate the tangible benefits of participation. In the broader 
landscape, real threats like disinformation and cyberattacks collide with stereotypes, confusing citizens about 
the value of engagement. This occurs against a worrying global authoritarian drift and critical funding gaps, 
where investment in participatory digital infrastructure is sidelined. Ultimately, these interconnected challenges 
point to a need for a systemic redesign of our political, social, and economic systems for the 21st century.

Additional Perspectives and Critical Insights
Beyond the structural challenges, the digital arena itself is a contested space. It was highlighted that the rise of 
extreme politics online is not necessarily due to superior ideas but their strategic mastery of digital platforms, 
which have become arenas where democratic and anti-democratic forces collide. This is facilitated by a broader 
erosion of social life, where digitalization and remote work weaken traditional solidarity spaces like trade 
unions, undermining the social cohesion that democracy relies upon.

The discussion also stressed that it is time to move from analysis to action. While problems like fake news 
are well-diagnosed, the focus must shift to building solutions and new democratic infrastructures to counter 
public resignation. In this context, the importance of public-service media (PSM) as important European media 
actors dedicated to the democratic public sphere was underscored. The European Broadcasting Union is an 
international union of such democratic media. Initiatives such as, for example, the Council for European Public 
Space, Public Service Media and Public Service Internet Manifesto, Open Future, Public Spaces Incubator, BBC 
Public Service Internet, the Swiss Federal Media Commission’s suggestion to create a public space that is not a 
profit space, Arte’s work on creating a European streaming platform, and Eurostack demonstrate how modernized 
PSM can serve as a vital, democratic counterweight to commercial and extremist platforms, forming the backbone 
of a pan-European digital public sphere.

Proposed Directions Forward
To address these challenges, a multi-pronged approach is essential. We must champion hybrid participation 
models that intelligently combine offline and online deliberation to make policymaking both inclusive and 
evidence-based. Alongside this, there is a pressing need to develop transnational ethical and policy frameworks, 
such as a socio-technological contract, to guide the development and use of digital democracy tools.

A critical focus must be on youth engagement, building on successful initiatives like Poland’s Youth Citizens’ 
Assembly to co-design safer digital futures and empower the next generation. Finally, a key direction is to 
leverage and modernize existing public infrastructure, notably public-service media, positioning it as a trusted 
hub for democratic engagement in the digital age.

https://europeanpublicspace.eu/
https://europeanpublicspace.eu/
https://doi.org/10.16997/book60
https://archive.org/details/psmi_20220127
https://openfuture.eu/
https://newpublic.org/
https://www.bbc.co.uk/rd/projects/public-service-internet
https://www.bbc.co.uk/rd/projects/public-service-internet
https://www.emek.admin.ch/de/service-public-uebersicht
https://europe8-2024.arte.tv/
https://eurostack.eu/
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Reflections on digital democracy’s challenges by an external speaker 

Workshop 2a — Disinformation and FIMI

Forms

	؇ Coordinated campaigns: Polarising narratives—especially around immigrants—are spread through coordinated 
inauthentic behaviour, including troll farms, bot swarms, hacked or throwaway accounts, and biased algorithms 
that reward outrage.

	؇ Synthetic media: Deepfakes and AI-generated content blur the line between fact and fiction, making it harder 
to distinguish reality.

	؇ Organised harassment: Targeted harassment begins on fringe or closed platforms, then spreads through 
influencer seeding and micro-targeted ads.

	؇ Foreign interference: In Poland, Russia-linked propaganda and anti-Ukrainian rhetoric—sometimes echoed 
by political actors—are pushed by bots, trolls, and state-aligned outlets, distorting agendas and drowning out 
authentic voices.

Impacts

	؇ Erosion of trust: Confidence in media and institutions weakens, leaving voters confused and vulnerable to 
manipulation.

	؇ Silencing of voices: Targeted harassment discourages participation and suppresses diverse viewpoints.
	؇ Agenda capture: Manipulated narratives skew public debates, slow emergency responses, and amplify cross-
border interference.

	؇ Verification gaps: Election periods highlight how hard it is to fact-check at scale without imposing heavy-
handed control.

	؇ Persistence of misinformation: False claims stick in people’s minds, fuelling polarisation and shaping 
distorted opinions.

	؇ Polluted information space: With reality blurred, AI systems trained on polluted data reinforce the cycle, 
fragmenting politics and pushing important issues to the margins.
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Responses

	؇ Content provenance: Tools like watermarking, source labels, and claim logs help verify origins and track 
manipulation.

	؇ Rapid response: Fact-checkers, platforms, and authorities can collaborate in fast-response cells for corrections, 
takedowns, and right-of-reply windows.

	؇ AI-assisted verification: Automated legitimacy checks and hate-speech detection, combined with human 
oversight, reduce errors and strengthen accountability.

	؇ Media literacy: Embedding micro media-literacy in civic participation and long-term education builds 
resilience through critical thinking and open debate.

	؇ Positive civic engagement: Celebrating democracy through engaging events strengthens trust and participation.
	؇ Context-aware identity: Verified accounts for official civic platforms can filter bots and abuse, while anonymity 
remains protected where safety or whistleblowing requires it.

 Disinformation and FIMI group discussion and results

Workshop 2b — Authoritarianism

Forms

	؇ Surveillance expansion: States extend monitoring through data grabs and repurposed digital tools (e.g., IDs 
or chatbots turned into instruments of control).

	؇ Legal intimidation: Protest-criminalising laws, SLAPPs, and harassment of officials and civil society restrict 
civic action.

	؇ Platform manipulation: Algorithmic filtering, shadow-banning, throttling, and walled gardens shrink the digital 
public sphere.

	؇ Fear-based narratives: Strong-leader rhetoric, normalised lies, and intolerance of dissent create a climate of 
fear and conformity.

	؇ Financial capture: Crony networks starve independent media, research, and democratic institutions of funding.
	؇ Restricted participation: Citizenship rules, censorship, cyberattacks, Potemkin policymaking, and monopolised 
platforms limit access to meaningful debate and marginalise alternative voices.
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Impacts

	؇ Self-censorship: Fear silences individuals, and minorities are pushed out of public debate.
	؇ Polarisation and overload: Platform business models amplify extremes, driving polarisation and emotional 
fatigue that leads many to disengage.

	؇ Captured policymaking: Power consolidates around elites while independent media, NGOs, and safe civic 
forums decline.

	؇ Locked-in control: Rules and tools entrench vendors and central authorities, making reform harder.
	؇ Erosion of rights: Citizens gradually surrender freedoms, lose sight of institutional norms, and face higher 
risks for even small acts of resistance.

	؇ Creativity loss: Collective imagination and experimentation in civic organisation weaken over time.

Responses

	؇ Rights-based design: Participation processes should prioritise privacy by default, include anti-retaliation 
safeguards, and enable anonymous modes when safety is at risk.

	؇ Independent oversight: Ombudspersons, regular audits, safe whistleblower channels, and protection of courts, 
free press, and rule of law create accountability.

	؇ Hybrid safe spaces: Mix trusted in-person venues with moderated digital forums and provide legal support 
for those targeted.

	؇ Transparent governance: Publish evidence, explain decisions clearly, and demonstrate “you said → we did” 
outcomes, while lowering barriers to local political participation.

	؇ Civic learning and storytelling: Invest in education, fact-checking alliances, and preservation of institutional 
memory, while ensuring inclusion and minority protection.

	؇ EU-level standards: Back reforms with enforceable European frameworks, keeping policy secular and focused 
on problem-solving rather than polarisation.

Authoritarianism group discussion and results
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Workshop 2c — Big Tech Monopolies

Forms

	؇ Dominant gateways: A few platforms act as gateways for information, enclosing users in walled gardens with 
proprietary algorithms, ad-driven incentives, and costly data lock-in.

	؇ Unilateral control: Terms of service can change without accountability, shaping what users see or say and 
reinforcing radicalisation pipelines through engagement-maximising designs.

	؇ Global concentration: A handful of firms—largely US- and China-based (e.g., Instagram, X, TikTok, YouTube, 
Apple, Amazon)—control attention, socialisation, and deliberation spaces.

	؇ Commercialised interaction: Personalised communication is monetised, isolating citizens and weakening 
shared public spheres.

	؇ Geopolitical entanglement: Platform dominance ties into chip supply chains, a growing security surface, and 
business models shifting toward enclosure and monetisation.

Impacts

	؇ Erosion of rights: Privacy is undermined by pervasive data extraction, while large-scale opinion shaping 
occurs without transparency or accountability.

	؇ Erosion of democracy: The combination of the digital giants and authoritarianism has contributed to the 
erosion of democracy and the digital public sphere.

	؇ Vendor lock-in: Policy and procurement dependencies centralise power, crowding out alternatives and letting 
private actors run de facto public spaces.

	؇ Political influence: Money and data compound into disproportionate influence, simulating participation 
without real impact.

	؇ Fragmented discourse: Polarisation and emotion-driven debates deepen, while civic discourse drains into 
commercial feeds.

	؇ Mental health harms: Always-on, competitive attention markets fuel anxiety, dysmorphia, and other wellbeing 
impacts.

	؇ Systemic risks: Surveillance expands, cybersecurity vulnerabilities multiply, and tech oligarchs emerge as 
unchecked rule-setters.

Responses

	؇ Alternative platforms: Not-for-profit Internet platforms dedicated to democracy are an important alternative 
to the digital giants.

	؇ Public service media: Public service media (PSM) are important European media actors dedicated to the 
democratic public sphere. They should play an important role in establishing a democratic European public 
Internet that is an alternative to the version of the Internet advanced by the digital giants. 

	؇ Initiatives for a democratic Internet: Initiatives such as, for example, the Council for European Public Space, 
Public Service Media and Public Service Internet Manifesto, Open Future, Public Spaces Incubator (), BBC 
Public Service Internet, the Swiss Federal Media Commission’s suggestion to create a public space that is 
not a profit space, Arte’s work on creating a European streaming platform, and Eurostack demonstrate how 
a public service Internet can serve as a vital, democratic counterweight to the digital giants commercial and 
extremist platforms, forming the backbone of a pan-European digital public sphere.

	؇ Public funding: Public funding of the development and sustainability of the digital public sphere and 
democratic Internet platforms is crucial

	؇ Public/commons partnerships: There are already successful alternative Internet platforms and initiatives 
such as Wikipedia, Creative Commons, free software, Mastodon, platform co-operatives that aim at advancing 
the digital commons. Partnerships of public service media and digital commons initiatives could help advance 
democratic alternatives to the digital giants and a European digital public sphere.

	؇ Telling alternative stories about the digital public sphere: A democratic Internet and alternatives to the 
digital giants are not utopias. There are already attempts and success stories such as Wikipedia. Such stories 
need to be more told in order to inspire debates, initiatives, and policymaking (see European Alternatives). 

https://europeanpublicspace.eu/
https://doi.org/10.16997/book60
https://archive.org/details/psmi_20220127
https://openfuture.eu/
https://newpublic.org/
https://www.bbc.co.uk/rd/projects/public-service-internet
https://www.bbc.co.uk/rd/projects/public-service-internet
https://www.emek.admin.ch/de/service-public-uebersicht
https://europe8-2024.arte.tv/
https://eurostack.eu/
https://european-alternatives.eu/
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	؇ Interoperability and openness: Mandate open APIs, data portability, and public archives, while developing 
public-interest platforms that interoperate without dependency on commercial networks.

	؇ Ethical procurement: Use open, transparent procurement and funding to reward accessibility, ethics, and 
security, reducing lock-in.

	؇ Legal backbone: Strengthen EU digital rules, liability measures, and robust cybersecurity/psyops readiness; 
decentralise ownership and regulate dominance.

	؇ Visible harms: Develop metrics for polarisation and manipulation, fund infrastructure programs beyond pilots, 
and support public-public, public-commons, public-co-operative, and public-academic partnerships.

	؇ Independent journalism: Reinforce professional quality journalism, fact-checking, and constitutional rights; 
enable local forums and volunteer networks.

	؇ Public-interest advocacy: Promote democratic lobbying for civic tech and enforce clear rules against digital 
trolling, keeping the public square plural and resilient. 

Big Tech Monopolies group discussion and results
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3. Discussion

The results of the first day panel discussions and workshops are outlined on a future’s wheel in the following 
figure. Ideal typologies of digital democracy are defined for each aspect; the challenges are listed and solutions 
to overcome challenges and get closer to ideal conditions are summarised. At the final stage, these solutions are 
translated into concrete policy recommendations at local, national and EU levels.
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Ideal States
The Living Lab envisioned a digital democracy in which participation is seamless, inclusive, and embedded 
in daily life, supported by trusted digital infrastructures and responsive governance structures. Citizens would 
have access to transparent and accountable institutions, where participation follows a clear “you said → we did” 
feedback loop. Digital activism would be accessible to all, recognised as legitimate, and conducted on platforms free 
from corporate or authoritarian capture. At its core, this vision emphasises inclusivity, trust, hybrid participation 
(digital and face-to-face), and long-term institutionalisation beyond electoral cycles or single projects.

Challenges
Against this ideal, participants identified major obstacles:

	؇ Systemic barriers: Bureaucratic rigidity, resource constraints, and institutional inertia limit the uptake of 
participatory practices.

	؇ Political pressures: Global authoritarian drift, shrinking civic space, and the strategic use of disinformation 
by anti-democratic actors undermine trust and participation.

	؇ Technological and political-economic dependencies: Reliance on monopolistic big-tech platforms creates 
risks of surveillance, lock-in, and manipulation, while digital divides exclude large parts of the population.

	؇ Cultural and mindset gaps: Apathy, perceptions of institutional unresponsiveness, and declining social 
solidarity further erode democratic engagement.

Solutions and Policy Recommendations
Building on these challenges, participants translated ideals into actionable recommendations:

EU Level

	؇ Update the Better Regulation Agenda to include binding open governance principles and ensure citizen and 
civil society involvement in all legislative processes.

	؇ Fund and scale European public-interest digital infrastructures and European public Internet platforms to 
reduce reliance on big tech and strengthen digital sovereignty.

	؇ Create sustainable, cooperative platforms for democratic participation and activism, independent from 
corporate or state capture, and supported by European public-service media and public funding.

	؇ Institutionalise (online) participation symbolically and practically through initiatives such as a European 
“Democracy Day”, a public holiday throughout Europe dedicated to democracy. 

	؇ Advance the public discourse about what enabling structures and resources (digital) participation requires, 
including time, skills, motivation, etc. 

National Level

	؇ Reform legal and administrative frameworks so participatory structures endure beyond electoral cycles and 
political turnover.

	؇ Invest in civic and digital democracy education across schools and adult learning, embedding resilience 
against disinformation and authoritarian narratives.

	؇ Safeguard independent journalism and public-service media as central pillars of democratic information 
ecosystems. Integrate both into the creation of public Internet platforms and a European digital public sphere.

	؇ Introduce labour reforms such as reduced working hours with full wage compensation to give citizens the 
time and capacity to engage meaningfully in democratic processes.

Local level

	؇ Appoint participatory directors or ambassadors within municipalities to ensure citizen input is systematically 
addressed in decision-making.

	؇ Promote hybrid participation by linking online tools with existing community life (festivals, assemblies, 
schools), so engagement becomes a routine part of daily experience.

	؇ Encourage grassroots capacity building through participatory budgeting and small-scale community initiatives 
that make the benefits of participation tangible.
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4. Conclusions

Living Lab #2 confirmed many of the findings from D2.1 but also added important depth and practical detail. 
Participants strongly reinforced the importance of inclusivity, transparency, and resistance to corporate 
monopolisation, which had already been identified in D2.1. At the same time, they provided new insights on 
how these principles can be made workable. For example, while D2.1 highlighted the need for accessible digital 
platforms, the Living Lab stressed that online-only solutions risk excluding people, and proposed hybrid formats 
that combine digital tools with face-to-face gatherings.

These outputs are directly relevant to WP3 (Pilots and Case Studies). They give the pilots:

	؇ Clear priorities to test, such as everyday participation that fits into citizens’ routines, accessible interfaces 
for people with low digital literacy, and visible feedback loops that show how input translates into decisions.

	؇ Concrete design ideas that can be trialled, including participatory directors at the local level and hybrid 
participation strategies.

The event also included a first presentation of the Digital Democracy Toolkit, which is being developed as a way 
to grade and assess digital democracies. While still in progress, it was received as a promising instrument for 
identifying strengths and weaknesses in democratic practices. This will be particularly useful in WP3, where pilots 
can be benchmarked against common criteria, and later compared across different national and local contexts.

Overall, Living Lab #2 served as a bridge between the analytical work of D2.1 and the experimental phase of WP3. 
It confirmed that the challenges identified earlier remain central but also translated them into actionable ideas 
and dilemmas for pilots to explore.

Disclaimer
The INNOVADE project has received funding from the European Union’s Horizon Europe research and innovation 
programme under grant agreement No 101178306 (https://doi.org/10.3030/101178306).

Views and opinions expressed are, however, those of the authors only and do not necessarily reflect those of 
the European Union or European Commission, Research Executive Agency. Neither the Euro-pean Union nor the 
granting authority can be held responsible for them.
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